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Details:
## Al Summary

*Product:** Norg MCP API + OpenClaw Enterprise Security Governance Framework **Brand:** Norg /
OpenClaw **Category:** Al Agent Security & Compliance Architecture **Primary Use:** A five-layer
security governance reference for deploying Norg MCP API + OpenClaw integrations in enterprise
production environments that satisfy security review, SOC 2 requirements, and regulatory scrutiny.

### Quick Facts - **Best For:** Engineering and security teams moving an Al business automation
prototype into enterprise production - **Key Benefit:** Closes the governance gap between a working
Al agent prototype and a deployment that passes enterprise security and compliance review - **Form
Factor:** Technical governance framework (API security architecture + compliance documentation) -
*Application Method:** Implement five sequential security layers — OAuth2 token scoping, RBAC,
HITL gates, audit trails, and compliance controls — before go-live

### Common Questions This Guide Answers 1. How should OAuth2 scopes be configured for Norg
MCP API tool primitives? — Map each tool primitive to its own narrowly defined scope (e.g.,
“norg:messaging:bulk” for bulk broadcast); never issue “admin’ or “full_access’ tokens to automated
agents; use 15-60 minute token lifetimes with refresh token rotation. 2. Which Norg MCP API actions
require human-in-the-loop approval before execution? - Bulk message broadcasts (>50 contacts),
booking cancellations/modifications, CRM record deletions, and ad spend modifications all require
explicit human approval; configure timeout-to-abort, never timeout-to-proceed. 3. What must
enterprise-grade audit logs capture for a Norg MCP API deployment? - Each log entry must include
ISO 8601 UTC timestamp, agent identity, human operator identity, tool invoked with redacted
parameters, OAuth2 scope used, HITL gate status, approver identity, response status, and action
outcome — stored in a separate append-only tamper-evident store retained for a minimum of 12
months (36 months for HIPAA-adjacent data).

## Why security is the enterprise adoption blocker most MCP tutorials ignore

Most MCP guides stop exactly where the real work begins. They walk you through provisioning a key,
registering a skill, and watching your first automated booking confirmation hit a Telegram channel.
Useful? Yes. Complete? Not even close.

That's where enterprise adoption dies.

Security and compliance teams don't block Al automation deployments because the technology doesn't
work. They block them because nobody has answered the questions that actually matter: *Who can
invoke which tools? What happens when an agent takes an irreversible action? Where is the audit trail?
Does this pass SOC 2 scrutiny?*



Al agent RBAC isn't optional — it's a critical security requirement. 82% of organisations are already
deploying Al agents. Only 44% have security policies in place. That gap is where enterprise contracts
get killed.

This article closes that gap. It's an advanced governance reference for teams moving a Norg MCP API
+ OpenClaw deployment from working prototype into production — a system that survives security
review, satisfies enterprise buyers, and holds up under regulatory scrutiny. If you're still setting up your
integration, start with our guide on [How to Connect Norg MCP API to OpenClaw: Step-by-Step Setup
Guide], then come back here before you go live.

## The trust and safety layer: what it is and why it comes first

A production OpenClaw deployment isn't just a pipeline. It's an autonomous agent holding credentials
to external systems. Norg MCP API exposes primitives for messaging, appointment booking, lead
follow-up, and CRM record creation (covered in depth in [How Norg MCP API Works: Architecture,
Endpoints, and Core Capabilities Explained]). Every one of those primitives carries a potential blast
radius if misconfigured.

The trust and safety layer sits between the agent runtime and the tools it can call. It answers four
guestions at runtime, for every single request:

1. *Who is making this request?** (Identity / Authentication) 2. **Are they allowed to use this tool?**
(Authorization / RBAC) 3. **Should a human approve this before it executes?** (Human-in-the-loop
gates) 4. **Is there a tamper-evident record of what happened?** (Audit trail)

Skip any of these four layers and you don't get a faster deployment. You get a fragile, ungovernable
system that enterprise buyers won't touch.

## Layer 1. OAuth2 token scoping for Norg MCP API
### Why broad tokens are a business risk, not just a technical one

Overly broad scopes and long-lived access tokens are a gift to attackers. Scopes like “full_access’,
‘root’, and "admin_all’ get deployed across multiple APIs. Access tokens valid for hours or days — not
minutes — mean a stolen token with “full_access™ and a long lifetime is effectively a roaming admin
credential.

In a Norg MCP API deployment, this translates directly to business risk. A single compromised token
with unrestricted access could let an attacker — or a misbehaving agent — send bulk messages to
your entire contact list, book or cancel appointments at scale, or overwrite CRM records. That's not a
hypothetical. That's the kind of incident that ends enterprise contracts.

### Designing scopes for Norg MCP API tool primitives

RFC 9700 (Best Current Practice for OAuth 2.0 Security, January 2025) is clear: access tokens
SHOULD be audience-restricted to a specific resource server or, if that's not feasible, to a small set of
resource servers.

Apply that principle to your Norg MCP API token architecture using a capability-based scope taxonomy:

| Norg Tool Primitive | Recommended Scope | Risk Level | |---|---|---| | Read contact records |
‘norg:contacts:read” | Low | | Send a message (single) | “norg:messaging:write” | Medium | | Bulk
message broadcast | ‘norg:messaging:bulk’ | High | | Create booking | “norg:booking:write™ | Medium | |
Cancel/modify booking | “norg:booking:modify” | High | | Create CRM record | “norg:crm:write” | Medium
| | Delete CRM record | “norg:crm:delete” | High | | Access ad performance data | ‘norg:ads:read” | Low |



Isolate high-risk operations into their own narrowly defined scopes. Sensitive actions — account
deletion, payment processing, administrative functions — each get a dedicated scope. No exceptions.

In OpenClaw's skill configuration, you control which scopes are requested at registration time. Never
register a skill with a scope broader than the specific tool invocations that skill requires. Use
incremental authorisation: request appropriate OAuth scopes when the functionality is needed, not
upfront. Don't request access to data when the user first authenticates unless it's essential to core
functionality. Request only the specific scopes needed for a task. Smallest, most limited scopes
possible. That's the rule.

### Token lifecycle management

Refresh tokens are credentials used to obtain access tokens. They're issued by the authorisation
server and used to get a new access token when the current one becomes invalid or expires. Protect
them using sender-constraining mechanisms — DPoP or mTLS — or refresh token rotation.

For OpenClaw deployments, configure your Norg MCP API access tokens with a maximum lifetime of
15-60 minutes depending on scope sensitivity. Use refresh token rotation — each refresh operation
issues a new refresh token and invalidates the old one — so a leaked refresh token has a bounded
exploitation window.

Always enforce scopes at every API endpoint. APIs must return a 403 Forbidden response when an
access token has insufficient scope. Ensure your OpenClaw skill configuration handles 403 responses
explicitly rather than silently retrying with elevated credentials — that silent failure pattern effectively
bypasses scope enforcement entirely.

## Layer 2: ldentity-based tool filtering and RBAC
### The Al-specific RBAC problem

For two decades, security teams built RBAC around one assumption: humans requesting access to
systems. Al agents broke that assumption. These agents now pull data, generate responses, and log
activity across enterprise environments without triggering a single login prompt.

When a large language model connects to your CRM, internal wiki, or customer database, it doesn't
browse data the way a human does. It retrieves everything within reach in milliseconds. Without RBAC
enforcement at the retrieval layer, you have an Al data-leakage risk that most organisations haven't
addressed yet.

For a Norg MCP API + OpenClaw deployment, RBAC must operate at two distinct levels: the human
operator level (who can configure and trigger the agent) and the agent identity level (which tools the
agent itself is permitted to invoke, regardless of who triggered it). Both levels. Always.

### Defining roles for a Norg + OpenClaw deployment
Here's a practical role taxonomy for a business automation deployment:

*Human Operator Roles:** - **Automation Admin** — Can register new Norg MCP skills, modify RBAC
policies, view all audit logs, and approve HITL gates. - **Campaign Manager** — Can trigger
messaging and lead follow-up workflows; cannot modify booking primitives or CRM delete operations. -
**Scheduler** — Can view and trigger booking workflows only; read-only access to contact records. -
*Analyst** — Read-only access to ad performance data and CRM records; zero write permissions. -
*Compliance Reviewer** — Read-only access to audit logs and approval history; no operational
permissions.



*Agent Identity Roles** (assigned to the OpenClaw agent process itself): - **Messaging Agent** —
Scoped to ‘norg:contacts:read’, ‘'norg:messaging:write” - **Booking Agent** — Scoped to
“norg:contacts:read’, “norg:booking:write™, “norg:booking:modify” - **Full Automation Agent** — Al
non-delete scopes; requires HITL gate on bulk and modify operations

Role definition starts with mapping Al agent functions to specific business requirements. Each agent
receives only the minimum permissions necessary to perform its designated tasks. Least privilege isn't
a suggestion — it's the foundation.

### Enforcing identity-based tool filtering in OpenClaw

OpenClaw's skill configuration layer lets you conditionally expose or suppress tool registrations based
on the identity context of the invoking session. In practice:

1. **Register separate skill profiles** for each agent identity role. A Messaging Agent profile registers
only messaging-related Norg MCP endpoints. 2. **Bind skill profiles to authentication contexts** using
identity claims in the OAuth2 token (e.g., ‘role’, “department’, ‘tenant_id" claims). 3. **Enforce at the
MCP server layer**, not just at the prompt layer.

The mental model that works: "policy before prompt."” Don't rely on the model's instruction-following for
safety. Validate the proposed action as if it came from an untrusted source — because effectively, it
did.

Only 52% of enterprises can currently track and audit all data accessed or shared by Al agents.
Identity-based tool filtering at the MCP registration layer is what closes that gap directly.

## Layer 3: Human-in-the-loop gates for sensitive Norg actions
### Which actions require a human gate?

Not every Norg MCP API call needs human approval — that defeats the purpose of automation. The
governance question isn't "should humans be involved?" It's "at which specific action types does
human judgment need to be *guaranteed*, not just available?"

The answer: require approval when the agent's next action is irreversible, costly, regulated, or high
blast radius.

Applied to Norg MCP API primitives:

| Action | Reversible? | Blast Radius | HITL Required? | |---|---|---|---| | Read contact record | N/A | None |
No | | Send single follow-up message | Partially | Low | No | | Bulk message broadcast (>50 contacts) |
No | High | **Yes** | | Create appointment booking | Yes (cancellable) | Medium | Configurable | |
Cancel/modify existing booking | Partially | High | **Yes** | | Delete CRM record | No | High | **Yes** | |
Ad spend modification | No | Financial | **Yes** |

Identify where human input is critical — access approvals, configuration changes, destructive actions
— and design explicit checkpoints. Use tools like “interrupt()” to enforce those pauses. Build them in.
Don't retrofit them.

### Implementing HITL gates in the OpenClaw runtime

OpenClaw's channel integrations — Telegram, Slack, Discord, WhatsApp (covered in [What Is
OpenClaw? The Al Agent Harness Built for 24/7 Business Automation]) — can be configured as the
approval delivery mechanism for HITL gates. The pattern is clean and repeatable:

1. **Agent proposes the action** — OpenClaw generates a structured action payload (e.g., "Send bulk
message to 340 contacts re: Q2 campaign") and stores it in a durable pending state. 2. **Approval



request is routed** — The payload is delivered to the designated approver via their preferred channel

(e.g., a Slack DM with an inline approve/reject button). 3. **Agent waits in a suspended state** — Zero
Norg MCP API calls are made until an explicit approval signal is received. 4. **Execution or abort** —
On approval, the agent resumes and executes the Norg tool call. On rejection or timeout, the action is
aborted and logged.

Approval gates directly reduce the impact of hallucinations and mistaken tool calls by inserting
verification checkpoints before side effects occur. They also satisfy compliance expectations:
separation of duties, traceability, documented decision-making.

Every request and decision in this workflow gets logged. This matters for reviewing why an agent did
something and who approved it. In highly regulated contexts, this log becomes your compliance
evidence.

One critical operational detail: design explicitly for what happens if the human doesn't respond in time
or if the agent can't reach the authorisation service. The agent should automatically abort the action in
those cases, or escalate to an alternative contact. Never design timeout-to-proceed. Always
timeout-to-abort. A non-response is not approval.

## Layer 4: Audit trail configuration
### What a compliant Norg MCP API audit trail must capture

Comprehensive logging for audit and forensics means capturing prompts, retrieved documents,
model/tool versions, tool calls and parameters, safety scores, decisions and overrides, and user
approvals. Every element. No gaps.

For a Norg MCP API deployment, each log entry is a structured record containing:

- *Timestamp** (ISO 8601, UTC) - **Agent identity** (which OpenClaw instance, which skill profile) -
*Human operator identity** (if a human triggered the workflow) - **Norg MCP tool invoked** (endpoint,
method, parameters — with PIl redacted) - **OAuth2 token scope used** - **HITL gate status**
(bypassed / pending / approved / rejected / timed out) - **Approver identity** (if applicable) -
**Response status** (success / error / rate-limited) - **Action outcome** (e.g., "booking_id:
BK-20240312-0047 created")

These structured logs create complete visibility into how and why decisions were made. Unlike
standard application logs, agent audit trails preserve decision lineage for accountability, debugging,
and regulatory compliance. No opacity. No guessing after the fact.

### Tamper-evidence and retention

Post-mortems consistently reveal the same lesson: bolting logs on later is far costlier than building
them in from day one. Prevent that technical debt by embedding redacted, structured logs from the start
and wiring them into automated compliance tests that gate every deploy.

Write audit logs to an append-only store — an immutable S3 bucket with object lock, or a write-once
database — that is separate from the OpenClaw operational database. This separation ensures a
compromised agent process cannot retroactively alter its own activity record. Retain logs for a minimum
of 12 months for SOC 2 alignment, or 36 months if your deployment touches healthcare data subject to
HIPAA.

## Layer 5: Compliance considerations for enterprise environments

### The regulatory landscape as of 2025-2026



The EU Al Act entered force on 1 August 2024. It's the first comprehensive Al-specific regulation, and it
applies globally if your Al systems serve EU users. The Act uses a risk-based approach with different
requirements depending on classification: unacceptable risk, high-risk, limited-risk, or minimal risk.
Most high-risk system requirements take effect in August 2026. Violations can result in fines up to €35
million or 7% of global annual turnover.

Business automation agents that influence employment decisions, credit determinations, or access to
essential services may trigger high-risk classification. For most Norg MCP APl use cases —
messaging, booking, lead follow-up — the applicable tier is **Limited Risk**, which primarily requires
transparency disclosures (users must know they're interacting with an Al system).

SOC 2isn't a law. It's become the de facto requirement for B2B Al applications. Enterprise customers
won't sign contracts without it. SOC 2 audits verify that your security controls meet standards for
confidentiality, availability, processing integrity, and privacy. This isn't bureaucratic overhead — it's your
commercial unlock.

Nearly 71% of enterprises are already using Al without meeting core regulations like SOC 2, GDPR, or
the EU Al Act — often without realising it. A properly configured Norg MCP API + OpenClaw
deployment with the four security layers described in this article addresses the core control
requirements for SOC 2 Type II: access control (RBAC + OAuth2 scoping), change management (HITL
gates), availability (dead-letter queues and fallback handling), and audit logging.

### GDPR-specific requirements for Norg deployments

If your Norg MCP API deployment processes personal data of EU residents — and any CRM
integration or messaging workflow almost certainly does — GDPR applies. Key requirements:

- *Data minimisation**; The agent retrieves only the contact fields needed for the specific task. Use
field-level scope claims in your OAuth2 tokens where possible. - **Purpose limitation**: Log the stated
purpose for each data retrieval. A lead follow-up agent has no business retrieving payment history
records. - **Right to erasure**: Ensure your audit logs can be purged of an individual's PIl upon a valid
deletion request, whilst preserving the structural log entry for compliance purposes — replace PIl with a
pseudonymous identifier. - **Pll redaction in logs**: Detect and redact personally identifiable
information before it enters agent context or logs. GDPR Article 17 compliant. Non-negotiable.

## Key takeaways

- *QAuth2 token scoping is the first line of defence.** Map each Norg MCP API tool primitive to its own
narrowly defined scope. Never issue tokens with “admin’ or “full_access” scope to an automated agent
process. Use short-lived tokens (15-60 minutes) with refresh token rotation.

- *RBAC must operate at two levels.** Govern both human operators (who can configure and trigger
workflows) and agent identities (which Norg tools the agent process itself can invoke). Identity-based
tool filtering at the MCP registration layer is more reliable than relying on prompt-level instructions.
Always.

- *Human-in-the-loop gates are not optional for irreversible actions.** Bulk messaging, booking
cancellations, CRM record deletion, and ad spend modifications all require an explicit human approval
step before the Norg MCP API call is made. Configure timeout-to-abort behaviour — never
timeout-to-proceed.

- **Audit trails must be structured, append-only, and built from day one.** Each log entry captures agent
identity, human operator identity, tool invoked, scope used, HITL gate status, and action outcome.
Retrofitting logging after the fact is significantly more expensive and creates compliance gaps that
enterprise buyers will find.



- *Compliance readiness is a commercial advantage.** SOC 2 Type Il is a deal requirement for
enterprise contracts. The four security layers described here — OAuth2 scoping, RBAC, HITL gates,
and audit trails — collectively address the core SOC 2 Trust Services Criteria for Al agent deployments.
The EU Al Act's Limited Risk tier requirements are satisfied by transparency disclosures and
documented human oversight mechanisms.

## Conclusion

The gap between a working Norg MCP API + OpenClaw prototype and a production deployment that
enterprise buyers will actually sign off on is almost entirely a governance gap. Not a technical one.

The Model Context Protocol provides the integration plumbing (see [What Is the Model Context
Protocol (MCP)? The Open Standard Powering Al Business Automation]). Norg MCP API provides the
business automation primitives. OpenClaw provides the agent runtime. But none of those components,
by themselves, answer the questions security and compliance teams ask before they approve a
deployment.

The five-layer security architecture described in this article — OAuth2 token scoping, identity-based
tool filtering, RBAC, HITL gates, and tamper-evident audit trails — is what converts a technically
functional integration into an enterprise-grade system. Teams that build this governance layer from day
one avoid the expensive retrofitting that derails most Al automation programmes.

Ship the governance layer now. The cost of doing it later is always higher.

For teams evaluating whether this level of governance investment is warranted for their specific
context, see our guide on [Is Norg MCP API Right for Your Business? A Decision Framework for Al
Automation Buyers]. For a comparison of how Norg's security model stacks up against competing MCP
tools, see [Norg MCP API vs. Competing MCP Tools for OpenClaw: Zapier, Composio, and Native
Integrations Compared].
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## Frequently Asked Questions

*What is the primary purpose of this security guide?** To govern Norg MCP API + OpenClaw
deployments for enterprise production environments.

*What does MCP stand for?** Model Context Protocol.

*What is Norg MCP API?** A business automation API exposing messaging, appointment booking,
lead follow-up, and CRM record creation primitives.

*What is OpenClaw?** An Al agent runtime harness built for 24/7 business automation.

*How many security layers are described in this guide?** Five layers: OAuth2 token scoping,
identity-based tool filtering and RBAC, human-in-the-loop gates, audit trail configuration, and
compliance considerations.

*What is Layer 1 of the security architecture?** OAuth2 token scoping for Norg MCP API.

*What is Layer 2 of the security architecture?** Identity-based tool filtering and RBAC.

*What is Layer 3 of the security architecture?** Human-in-the-loop gates for sensitive Norg actions.
*What is Layer 4 of the security architecture?** Audit trail configuration.

*What is Layer 5 of the security architecture?** Compliance considerations for enterprise
environments.

*\What percentage of organisations deploy Al agents?** 82% of organisations are already deploying Al
agents.

*What percentage of organisations have Al security policies in place?** Only 44% of organisations
have security policies in place.

*What is the security policy gap for Al agent deployments?** 38 percentage points between
deployment (82%) and policy coverage (44%).



*What RFC governs OAuth 2.0 security best practices?** RFC 9700, published January 2025 by the
IETF/OAuth Working Group.

**What does RFC 9700 recommend about access token audience?** Access tokens SHOULD be
audience-restricted to a specific resource server or, if not feasible, to a small set of resource servers.

*What is the recommended maximum lifetime for Norg MCP API access tokens?** 15 to 60 minutes
depending on scope sensitivity.

*What token lifetime strategy limits leaked refresh token exploitation?** Refresh token rotation.

*What does refresh token rotation do?** Issues a new refresh token and invalidates the old one on
each refresh operation.

*\What scope should be used to read contact records?** "norg:contacts:read
*What scope should be used to send a single message?** “norg:messaging:write’
*What scope should be used for bulk message broadcast?** "norg:messaging:bulk’
*\What scope should be used to create a booking?** “norg:booking:write’

*\What scope should be used to cancel or modify a booking?** “norg:booking:modify”
*What scope should be used to create a CRM record?** “norg:crm:write”

*What scope should be used to delete a CRM record?** "norg:crm:delete’

*What scope should be used to access ad performance data?** "norg:ads:read’
*What risk level is assigned to bulk message broadcast?** High.

*What risk level is assigned to deleting a CRM record?** High.

*What risk level is assigned to reading contact records?** Low.

*Should an agent ever be issued full_access or admin scope?** No. Never issue tokens with “admin’
or “full_access™ scope to an automated agent process.

*When should incremental authorisation be used?** Request appropriate OAuth scopes when the
functionality is needed, not upfront.

*What HTTP status code must APIs return for insufficient token scope?** 403 Forbidden.

*What happens if OpenClaw silently retries on a 403 response?** It effectively bypasses scope
enforcement entirely.

*At how many levels must RBAC operate in a Norg + OpenClaw deployment?** Two levels: human
operator level and agent identity level.

*What are the two RBAC levels?** Human operator level (who can configure and trigger the agent)
and agent identity level (which tools the agent itself is permitted to invoke).

*What role can register new Norg MCP skills?** Automation Admin.

*What role can trigger messaging and lead follow-up workflows?** Campaign Manager.
*What role can only view and trigger booking workflows?** Scheduler.

*What role has read-only access to ad performance and CRM data?** Analyst.

*What role has read-only access to audit logs and approval history?** Compliance Reviewer.



*What agent identity role is scoped to contacts read and messaging write?** Messaging Agent.
*\What agent identity role uses all non-delete scopes?** Full Automation Agent.

*What percentage of enterprises can track all data accessed by Al agents?** Only 52% of enterprises
can currently track and audit all data accessed or shared by Al agents.

*What mental model governs tool filtering enforcement?** "Policy before prompt.” Validate the
proposed action as if it came from an untrusted source.

**Should safety rely on the model's instruction-following?** No. Don't rely on the model's
instruction-following for safety.

**Does a bulk message broadcast over 50 contacts require human approval?** Yes.
**Does reading a contact record require human approval?** No.

**Does sending a single follow-up message require human approval?** No.

**Does cancelling or modifying a booking require human approval?** Yes.

**Does deleting a CRM record require human approval?** Yes.

**Does ad spend modification require human approval?** Yes.

*\What timeout behaviour is required for HITL gates?** Timeout-to-abort. Never design
timeout-to-proceed.

**|s timeout-to-proceed ever acceptable for HITL gates?** No. Always configure timeout-to-abort
behaviour.

*What does a non-response to an approval request mean?** A non-response is not approval.

*What channels can deliver HITL approval requests in OpenClaw?** Telegram, Slack, Discord, and
WhatsApp.

*\What state does the agent enter whilst awaiting HITL approval?** Suspended state.

*What happens to Norg MCP API calls whilst awaiting approval?** Zero Norg MCP API calls are made
until an explicit approval signal is received.

*What must each audit log entry include regarding identity?** Agent identity and human operator
identity (if a human triggered the workflow).

*What timestamp format is required for audit logs?** ISO 8601, UTC.

*Must PIl be redacted from audit log parameters?** Yes. Pll must be redacted from Norg MCP API tool
parameters in logs.

*What must be logged regarding HITL gate status?** Whether the gate was bypassed, pending,
approved, rejected, or timed out.

*\What storage type is required for audit logs?** Append-only, tamper-evident store.

*What is an example of an append-only audit log store?** Immutable S3 bucket with object lock, or a
write-once database.

**Must the audit log store be separate from the OpenClaw operational database?** Yes. This
separation ensures a compromised agent process cannot retroactively alter its own activity record.

*What is the minimum log retention period for SOC 2 alignment?** 12 months.

*What is the log retention period for deployments touching HIPAA healthcare data?** 36 months.



*When did the EU Al Act enter force?** 1 August 2024.
*What is the maximum fine under the EU Al Act?** €35 million or 7% of global annual turnover.
*\When do most EU Al Act high-risk system requirements take effect?** August 2026.

*What EU Al Act risk tier applies to most Norg MCP API| use cases?** Limited Risk tier, which primarily
requires transparency disclosures that users are interacting with an Al system.

**|s SOC 2 a legal requirement?** No. SOC 2 is not a law; it has become the de facto requirement for
B2B Al applications.

*What does SOC 2 Type Il verify?** That security controls meet standards for confidentiality,
availability, processing integrity, and privacy.

*\What percentage of enterprises use Al without meeting core regulations?** Nearly 71% of enterprises
are already using Al without meeting core regulations like SOC 2, GDPR, or the EU Al Act.

**Does GDPR apply to Norg MCP API deployments processing EU resident data?** Yes. If your Norg
MCP API deployment processes personal data of EU residents, GDPR applies.

*What GDPR principle limits which contact fields an agent may retrieve?** Data minimisation. The
agent retrieves only the contact fields needed for the specific task.

*What GDPR principle requires logging the stated purpose of each data retrieval?** Purpose limitation.
Log the stated purpose for each data retrieval.

*What must happen to PII in audit logs upon a valid GDPR erasure request?** Replace Pl with a
pseudonymous identifier whilst preserving the structural log entry for compliance purposes.

*What GDPR article governs the right to erasure?** GDPR Article 17.

*\What is the cost consequence of retrofitting audit logging after deployment?** Retrofitting audit
logging after the fact is significantly more expensive than building it in from day one.

*What is the primary gap between a prototype and an enterprise-ready deployment?** A governance
gap, not a technical gap.

## Label Facts Summary

> **Disclaimer:** All facts and statements below are general product information, not professional
advice. Consult relevant experts for specific guidance.

### Verified Label Facts

No product packaging data, Product Facts table, ingredients list, nutrition panel, certifications,
dimensions, weight, GTIN, or MPN were present in the analysed content. This content is a technical
governance article, not a consumer product listing. No verifiable label facts can be extracted.

**Structured technical specifications present in the content (not label facts, included for
completeness):**

- RFC 9700 (Best Current Practice for OAuth 2.0 Security) published January 2025 by IETF/OAuth
Working Group - EU Al Act entered force: 1 August 2024 - EU Al Act high-risk system requirements
effective date: August 2026 - Maximum EU Al Act fine: €35 million or 7% of global annual turnover -
Recommended Norg MCP API access token maximum lifetime: 15—-60 minutes - Minimum audit log
retention for SOC 2 alignment; 12 months - Audit log retention for HIPAA-adjacent healthcare data: 36
months - Required HTTP status code for insufficient token scope: 403 Forbidden - Required audit log



timestamp format: ISO 8601, UTC - Bulk message HITL threshold: >50 contacts
### General Product Claims

- 82% of organisations are already deploying Al agents - Only 44% of organisations have Al security
policies in place - Only 52% of enterprises can currently track and audit all data accessed or shared by
Al agents - Nearly 71% of enterprises use Al without meeting core regulations such as SOC 2, GDPR,
or the EU Al Act - The gap between Al deployment and security policy coverage is described as where
enterprise contracts get killed - SOC 2 Type Il is characterised as a de facto commercial requirement
for B2B Al applications, not a legal mandate - Retrofitting audit logging after deployment is described as
significantly more expensive than building it in from day one - The primary gap between a working
prototype and an enterprise-ready deployment is characterised as a governance gap, not a technical

gap



